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Context

Any information processing system gives rise to the emission of compromising parasitic signals that can be intercepted by an
attacker. These emissions can be of various kinds (electromagnetic, electrical, mechanical, acoustic, etc.) and transmitted by
radiation or conduction (Figure 1).

The code name TEMPEST refers to the standards and measurement methods used to protect an information system from
attacks on its sensitive and non-encrypted data, called "red", while the non-sensitive or encrypted data are labelled as "black".
For preventing the disclosure of red data, a study is necessary of the unwanted signals emitted by the information system,
signals called side-channels. The state-of-the-art method to reduce the risk of data disclosure from a security critical system is to
introduce an "air gap". Air-gapped computers are voluntarily disconnected from networks to avoid any data compromise. Physical
isolation is ensured by disconnecting from both the public Internet and from any difficult-to-secure local area network.

Figure 1: Physical emissions of a computing system
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A specific case of side-channels is the case of covert channels. When using a covert channel, an attacker introduces a program
or hardware module (called Trojan Horse) in the victim system to exfiltrate data through TEMPEST emissions, potentially over a
long time period and with low data rates. Exfiltrated data can be limited in size, such as a password or cryptographic key, but
serve as an enabler for the next phases of an attack.

Objectives

This PhD thesis aims at uncovering novel covert channel vulnerabilities in conventional desktop computers with software trojans
by exploring potential channels creating modalities such as main CPU processing properties, and peripherals processing units (in
mouse, keyboard, screen, and power supplies). In particular, covert channels potentially operating at more than 1-meter air gap,
or better through a wall, will be looked for. Such air-gapped channel exploit is a challenging process, as signals to be exploited
are extremely noisy and require sophisticated processing to even detect the presence of a signal of interest, as shown for image
eavesdropping in [10]. However, optimized covert channels setups can make low power side-channels exploitable by integrating
this power over a long period of time. Indeed, the attacker generating a malware running on the air-gapped computer, s.he is
considered to have a certain control of the device under attack. Thus, the big challenge on attacker side is to exploit signals
drawn into extremely strong noise. Statistical signal analysis will be employed to determine whether a particular system state is
detectable, as well as to propose methods for both creating and detecting covert channels. A particular focus will be given to
long-distance eavesdropping under realistic scenarios.

State of the Art

Even an air-gapped system is vulnerable to covert channels, as has been demonstrated by the pioneering work of Guri
Morchedai and his team at the Ben-Gurion University of the Negev. An air-gapped system can be infected by a malware when
inserting any removable device such as USB keys, hard drives or other data exchange devices. Such a malware can in turn
implement covert channels to exfiltrate data to a second malware running in a different distant device. Depending on the signal
exploited, the eavesdropping distance can reach several dozens of meters (80 meters for video eavesdropping [12]). However,
the distance impact on the effectiveness of the signal reconstruction can significantly challenge the attack.

A large set of physical properties can jeopardize the security of an air-gapped system, and many modalities are likely to still be
unknown. Air-gapped covert channels already demonstrated in state-of-the-art primarily include electromagnetic covert channels,
i.e. electromagnetic emanations from computer components modulated in order to set a covert illegal communication. External
memory accesses can for instance be used to generate electromagnetic emanations and exfiltrate data at a distance of several
meters, at GSM frequencies [1]. Display connectors can also be employed to emanate electromagnetic (EM) signals that can be
modulated by a malicious application to exfiltrate data from a system [2]. Other computer components such as keyboards,
cables, or buses can also be means for EM covert communication [3][4].

Other physical properties than electrical and electromagnetic ones can also be exploited by covert channels. For instance,
thermal emissions can be used to exchange data between infected computers [6], using workload variations and built-in thermal
sensors and exchanging 1 to 8 bits per hour, a datarate sufficient to exfiltrate a password within a few days. Acoustic properties
of systems such as keystroke noise can also be used, as well as Optical information such as LED signals that can be received
remotely and their state (on/off) can encode sensitive information. For example, the LED of hard disk drives can be indirectly
controlled by a malware by switching it very rapidly from on to off. A switch rate of thousands cycles per second goes beyond
human visual capabilities and is imperceptible for human eyes, making this method a stealthy way to communicate [7].

Environment and Expected Impact

The thesis will be held at IETR and co-advised by Erwan Nogues at DGA. IETR is a leading laboratory on the retrieval and
analysis of electromagnetic signals and disposes of advanced hardware platforms to experiment with (https://www.ietr.fr/pole-de-
ressources-experimentales). The IETR VAADER and ASIC teams have long-term experience on hardware architectures,
hardware processing substrates and their physical properties, as well as on signal processing. Results will be disseminated
primarily as open publications in highly ranked cybersecurity and signal processing conferences and journals.



Candidate

The candidate shall hold a master degree in electrical engineering or computer science, with experience or skills in the following
areas:

Required experience

Software design C, C++ (required),
Computer architecture and embedded systems design

(appreciated)
Electromagnetic signals propagation (appreciated)
Signal processing and statistics (appreciated)
Parallel programming (appreciated)

Experience to be gained during the PhD

Hardware cybersecurity expertise
Research process
Team work and collaborations

Characteristics

Location: ASIC and Vaader teams, IETR laboratory - INSA Rennes, 20 Avenue des Buttes de Coësmes , 35708 Rennes,
France
Duration: 3 years, Start: october 2023
Salary per month: 2100€ brutto per month
Supervisors

Maria Méndez Real (IETR, Nantes Université) - Maria.Mendez@univ-nantes.fr
Maxime Pelcat (IETR, INSA Rennes, Univ Rennes) - maxime.pelcat@insa-rennes.fr
Erwan Nogues (DGA-MI) - enogues@insa-rennes.fr

Applications

You may request details on the subject, and send your resume and application letter to Maxime Pelcat
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