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PhD offer on Hardware Cybersecurity (3 years) 

“Study of side-channel vulnerabilities in deep learning FPGA implementations of 
computer vision” 

Keywords  

Hardware Security, Side-Channel Attacks, Artificial Neural Networks 

 

Scientific Context  

Artificial Intelligence (AI) and its implementations on deep learning are a rapidly expanding field that is 
drastically transforming data exploitation in agriculture, industry, automotive, health, and defense among 
others.  

Recent studies show that FPGA computing devices are particularly efficient for energy constrained AI [1]. 
Deep learning implementation on FPGA is therefore expected to expand, especially for inference of 
limited size neural networks located near image sensors.  

However, it has been recently shown that by nature, deep learning implementations cause (non-
intentionally) parasitic signals that carry information and can be intercepted by attackers through 
appropriate sensors of e.g. electromagnetic fields or power consumption. These are called side-channel 
attacks [2][3]. 

This leaked information can be exploited in order to deduce otherwise private/secret data. First, it can be 
exploited to gain information on highly sensitive data (e.g., health, defense records) that has been used 
for training the neural network model therefore leading to privacy attacks. Second, leakage information 
can be exploited to deduce information on the parameters of neural network itself, revealing its layout, 
architecture, allowing to eventually reproduce commercial and private implementations and leading to 
retro-engineering attacks. It is therefore necessary to better understand side-channel vulnerabilities of 
hardware deep learning implementations as well as the impact of the implementation choices themselves 
in order to enhance their robustness against these attacks. 

 

This PhD work focuses on computer vision implementations on FPGA and electromagnetic and power 
side-channel attacks. The main steps of the PhD work will be: 

- Bibliographic study to gain knowledge on the literature attacks as well as on the classical tools for 
the generation of neural networks on FPGA. 

- Practical study on simple and differential electromagnetic and consumption side-channel attacks 
in order to study the correlation between the deducible sensitive data and the hardware 
implementation. Different attacks techniques; near localized, distant signal observations, and 
environments; reverberant, anechoic, will be considered. 

- Exploring the convenience and cost of classical countermeasures and proposing 
enhancement/new countermeasures.        

 
 
[1] K. Guo et al., "Neural Network Accelerator Comparison", [online] available at: 
https://nicsefc.ee.tsinghua.edu.cn/projects/neural-network-accelerator   

https://nicsefc.ee.tsinghua.edu.cn/projects/neural-network-accelerator
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[2] Wei, Lingxiao, et al. "I know what you see: Power side-channel attack on convolutional neural network accelerators." 
Proceedings of the 34th Annual Computer Security Applications Conference. 2018. 

[3] Yoshida, Kota, et al. "Model-extraction attack against FPGA-DNN accelerator utilizing correlation electromagnetic analysis." 

2019 IEEE 27th Annual International Symposium on Field-Programmable Custom Computing Machines (FCCM). IEEE, 2019. 

 

Candidate Profile 

Engineer / Master 2 on Embedded Systems, Electrical or Computer Engineering ... 

Candidates are required to have knowledge/experience on embedded systems (FPGA implementation) 
and analog electronics. Proficiency on C/python programming will be required. Knowledge/experience 
and/or interest on deep learning and hardware security will be highly appreciated.   

 

Context of the PhD 

Research Laboratory: IETR (Institut d'Électronique et des Technologies du numéRique) 

Funding: This work applies for PEC (Pole d’Excellence Cyber) of Bretagne region funding 

Research teams: This will be a collaborative work under the frame of VAVIECA project within WAVES, 
specialist on electromagnetic waves, VAADER, embedded AI expert, and SYSCOM, side-channel attacks 
specialist, research teams. 

Cyber Equipment: The successful candidate will use cyber equipment for electromagnetic and power side-
channel attacks of the laboratory and will rely on the expertise of the involved research teams’ members. 

Location: Nantes and Rennes. Hosted in Nantes, various stays in Rennes will be planned throughout the three 
years of this thesis.  

Salary: 1768.55 € minimum/month (gross) 

Duration: 3 years 

Starting date: September/October 2021 

 

To apply 

Applying/interested students are invited to contact us for further details providing us with  

- a detailed CV, 
- transcripts of the last 3 years of studies, 
- recommendation letters,  
- any useful information/documents for your application. 

Application deadline: End of April 2021 (applications will be considered as they arrive).  

 

Contact: 

Maria Méndez Real 

SYSCOM research group 

Polytech, Université de Nantes

maria.mendez@univ-nantes.fr 

 

Maxime Pelcat 

VAADER research group 

INSA Rennes

maxime.pelcat@insa-rennes.fr 

 

Philippe Besnier 

WAVES research group 

CNRS (site INSA Rennes)

philippe.besnier@insa-rennes.fr 
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