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Context
The emergence of the IoT and the deployment of Cyber-Physical Systems (CPS) are enabling new and
exciting applications that require high inference quality, provided by different Machine Learning (ML)
methods, like Deep and Convolutional Neural Networks (DNNs, CNNs). Many of these networked CPS
control critical infrastructures, deal with sensitive data, or use models that are Intellectual Property
(IP). Therefore, protecting NN implementations in these systems is a key cybersecurity concern to keep
their models and internal data private and secure from attacks. A large effort has been undertaken to
enable efficient ML implementations, specifically in edge computing systems with constrained resources.
The flexibility, performance and energy efficiency trade-offs of reconfigurable computing platforms like
FPGAs, increasingly make them the device of choice for applications requiring highly customized im-
plementations. However, a similar effort is missing to make ML implementations secure, since they are
also vulnerable to side-channel analysis (SCA) attacks. These attacks observe power/electromagnetic
emissions or timing, and correlate them with the internal activity and data. The information leaked by
the implementation of ML systems allows guessing important internal details like their models (structure,
parameters) and input data. These leaks are a serious concern as they expose private information (IP
and personal data theft) and can help adversaries fool the system more easily towards missclassifications.

In summary, the massive deployments of CPS already taking place to populate the IoT are unveiling an
enormous attack surface with large potential for major impacts on privacy, safety and secret corporate
IP. This scenario is helping rise more general concerns on the vulnerabilities of and trust in Artificial
Intelligence (AI), calling for a major research effort to protect critical infrastructures and sensitive data.
To address this challenge, the main goal of this project is to investigate the implementation vulnerabilities
of ML systems and to develop secure hardware implementations against SCA attacks using heterogeneous
MPSoC-FPGAs.

This internship is framed in the ATTILA project, a JCJC (young researchers) project granted by the
ANR (the French national research agency) focused on studying the security threats to hardware imple-
mentations of DNN/CNN accelerators in heterogeneous reconfigurable computing platforms. Funding
for a PhD, starting in September/October 2022 is already secured by the project to follow
this internship work.

Objectives and Work Plan
The specific objective of the internship is to study physical SCA attacks to different implementations
of DNN/CNN accelerators in FPGAs and heterogeneous devices like Zynq SoC/MPSoC, and study the
literature on current countermeasures. To that end, you will:

• Study techniques for reverse engineering models and retrieving inputs from DNN/CNN hardware
accelerators using (EM/power) side-channel leakage

• Get experience with our SCA attack setup and extend it accordingly to support new attacks
• Implement new DNN/CNN accelerators in FPGA/Zynq devices
• Mount attacks to the accelerators and analyze the behaviour under different working conditions
• Study the current literature of countermeasures

Candidate Profile
Master 2 student (or 5th year Engineering) in Computer/Electrical Engineering, Embedded Systems,
Electronics/Microelectronics or Computer Science. You should have a strong background in one or
various of the following topics:



• Hardware security, physical SCA attacks
• Design for FPGAs (HDL or HLS) and associated tools (preferably Xilinx Vivado/Vitis/SDK, or

Quartus)
• Hands-on experience in prototyping and implementations using FPGAs
• Implementation of DNN/CNN in FPGAs
• Good use of laboratory instruments (oscilloscopes, power supplies, etc.)

Other interesting skills you should have that can certainly help are:

• Programming in C/C++/Python
• Use of Linux/Git as development environment

You are able to speak, write and read English with a very good level (french language is not required).

Interested?
This internship is for you if: you are passionate about research and want to do a PhD; you
like participating in innovative projects; you like hardware security, FPGAs and Artificial Intelligence
(DNNs, CNNs); you wonder why things are the way they are and want to go further and improve them;
you have initiative to propose and defend your own ideas; you are a proud computer geek.

CentraleSupélec has a long, established tradition of excellence in cybersecurity. It is a great place to do
your Master internship and PhD at the IETR, a CNRS-affiliated laboratory, along with colleagues from
Polytech, at the University of Nantes. Come join us and benefit from a great international environment
in Rennes, a vibrant city with great surroundings and a world-class research and innovation pole in
cybersecurity.

Location
CentraleSupélec, IETR Laboratory, Rennes.
Avenue de la Boulaie-CS 47601
35576, Cesson-Sévigné, France

Information
• Supervisors:

– Rubén Salvador: ruben.salvador@centralesupelec.fr
– Maria Méndez Real: maria.mendez@univ-nantes.fr

• Starting date: flexible, anytime from February/March 2022
• Duration: 5-6 months
• Stipend: according to regulations, between 550-600 €/month

How to apply
Please send an email to the supervisors indicated above with the following information:

• Your CV
• Your Bachelor/Master transcripts (important to know your background)
• A motivational letter
• Any additional document/report or link to repositories that you can think can prove your experience

Application deadline: December, 15th. Interviews will start as applications arrive, and a candidate
might be selected before the deadline.
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